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Cost of Ransomware

FedEx earnings loss
due to the NotPetya
ransomware attack

Cognizant's total cost

of cleaning up a Maze
ransomware attack

The amount
businesses willing
to pay to decrypt

$50 their data

Qillion
Amount the City of

Atlanta, Georgia,

spent rebuilding its
million

$70

million

computer network

$20

million

Ransom demand of
cybercriminals that
attacked a Florida
school district

Total losses incurred by
CompuCom in a ransomware
attack by DarkSide

1,037 92%

75%

incidents

of consumers said they of data breaches against of firms that pay the
won't do business with small-and-medium ransom DO NOT get their
companies they don't trust businesses (SMBs) were data back.
to protect their data. reported in 2021.

Best Practices MSPs Can Be
for Avoiding Ransomware Liable for a

Client's

Ensure your network and all your Ransomware
software is up-to-date. A tt }

ack!
Deploy threat detection tools such as R?POﬁtS i.ndicate nearly 60% of MSP
anti-virus or endpoint security software. clientincidents are ransomware

related. If a company's IT services are
outsourced to a third-party partner
Backup and encrypt your data, such as such as an MSP, the managed

with an external cloud backup provider. solution provider can be liable for any
data breach or loss caused by attacks
such as ransomware unless they can
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Be vigilant and educate/train your staff prove that they made commercially
about how ransomware spreads to help reasonable measures to prevent the
mitigate user error as the point of entry. data breach/loss.

Secure Ransomware
Protection from Dropsuite

Get fully recoverable copies of your business data to guard against ransomware.

The BEST way to secure data from ransomware attacks is with an automated, ongoing, cloud-based backup
solution that maintains complete copies of your Microsoft Office 365 files such as: Exchange Online (email,
attachments, contacts, calendars and tasks) -- plus your SharePoint, OneDrive, Groups and Teams.

Dropsuite also offers cloud backup solutions for:
© Email (Hosted Exchange, IMAP/IPOP, Open-Xchange)
© Microsoft 365

© Google Workspace 009

€© Websites Contact Dropsuite for an email backup
and archiving product demo and free trial.

dropsuite.com

sales@dropsuite.com
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