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Ensure your network and all your 
software is up-to-date 

BEST PRACTICES 
for Avoiding Ransomware 

Contact Dropsuite for 
an email backup and 
archiving product demo 
and free trial.
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If a company's IT services are out sourced to a 
third-party partner such as an MSP, the managed 
solution provider can be liable for any data breach 
or loss cause by attacks such as ransomware 
unless they can prove that they made 
commercially reasonable measures to prevent 
the data breach/loss.
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Predicted growth of 
ransomware attacks 
on hospitals by 2021

Average time to contain a 
data breach once identified
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75%

47%

50%

of consumers said they won’t do 
business with companies they 
don’t trust to protect their data.

percent of firms that get their data 
back after paying a ransom

of cyberattacks committed 
against small businesses - and 
the percentage is expected to 

continue rising.

$50
THOUSAND

The amount businesses willing 
to pay to decrypt their data

$300
MILLION

FedEx earnings loss due to the 
NotPetya ransomware attack

$5
MILLION

Amount City of Atlanta, Georgia, spent 
rebuilding its computer network

COST
OF RANSOMWARE

Deploy threat detection tools such 
as anti-virus or endpoint security 
software.

Backup and encrypt your data, 
such as with an external cloud 
backup provider.

Be vigilant and educate/train your 
staff about how ransomware 
spreads to help mitigate user 
error as the point of entry.

MSPs Can Be Liable for a 
Client’s Ransomware Attack!

Secure Ransomware 
Protection from Dropsuite
Get fully recoverable copies of your business data 
to guard against ransomware.

The ONLY way to guarantee data from ransomware 
attacks is with an automated, ongoing, cloud-based 
backup solution that maintains complete copies of 
your Microsoft Office 365 files such as: Exchange 
Online (email, attachments, contacts, calendars 
and tasks) -- plus your SharePoint, OneDrive, 
Groups and Teams.

Dropsuite also offers cloud backup solutions for:
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